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Context

* 90% of all microprocessors globally are in
embedded applications

» Sensor networks are considered as the 5t
revolution by the Head of the Future Institute, a
think tank in California, USA.

» Computer and information systems have
become a central element of many people’s lifes
and the backbone of modern business

* Interfacing these systems with the physical world
can achieve a new dimension of how we
interact, relate with and control our environment
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Evolution of Computer Systems

 In the past
— Mainframe based computing
— One computer for many people
* Today
— One computer per person (personal computer)

— Internet access through one or a few computer
devices

e In the future

— Each of us will communicate with thousands of
computer systems (of which the vast majority
will be embedded)

d
.




Ux)

< B
( What are Sensor Networks ~ “~*

» Sensor networks are wired or wireless
networks of small computing nodes that
have sensing capabilities, e.g.
temperature, moisture, light sensors

« Computing nodes are microcontroller
based with A/D capabilities and
communication facilities — typically based
on standards, e.g. CAN bus, LONBus,
IEEE8B02.15.4, etc.
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Motivation for Sensor Networks
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« Traditionally, sensor networks have been
used for very specific applications
— cars, manufacturing, building control

« More recently interest in the area of
wireless sensor networks has grown due
to deployment simplicity

» Sensor (and also actuator) networks allow
computer systems to interface with the
physical world




Aws Embedded Networked Sensing:
Motivation

» Many critical issues facing science,
government, and the public call for high
fidelity and real time observations of the
physical world

» Networks of smart, wireless sensors can
reveal the previously unobservable

» Designing physically-coupled, robust,
scalable, distributed-systems is challenging

* The technology will also transform the
business enterprise (from inventory to
manufacturing), and human interactions
(from medical to social)

@ A View to the Future

THE QUAKE

From “Sensor Networks: A Bridge to the Physical Wor Id”
By Jeremy Elson and Deborah Estrin,

In “Wireless Sensor Networks”,

Ed. Raghavendra, Sivalingam, Znati,

Kluwer, 2004.

It was in the early afternoon of an otherwise unremarkable Thursday
that the Great Quake of 2053 hit Southern California. The earth began
to rupture several miles under the surface of an uninhabitated part of
the Mohave desert. Decades of pent-up energy was violently released,
sending huge shear waves speeding toward Los Angeles. The quake
was enormous, even by California standards, as its magnitude
surpassed 8 on the Richter scale. Residents had long ago understood
such an event was possible. This area had been instrumented by
scientists for more than a century. By the turn of the century, the
situation had improved considerably. Many seismometers were
connected to the Internet ...
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A View to the Future

If a sensor was close enough to the
epicenter, and the epicenter was far enough
from a population center, the alarm could be
raised 20 or 30 seconds before the city
started to shake. The idea was promising.

( ' o
A View to the Future erz

But, in the half century leading up to the Great Quake of 2053,
technological advances changed everything. By the mid 2040'’s, the
vast, desolate expanse of the desert floor was home to nearly a million
tiny, self-contained sensors. It was just a few dozen of those
seismometers — closest to the epicenter — that first sensed unusual
acceleration in the ground. As the number of confirmed observations
grew, so did the likelihood that this event was not simply random noise.
It was real. In a few tenths of a second, the earth’s movement had the
attention of thousands of seismometers within a few miles of the
epicenter. The network soon reached consensus: this was an
earthquake. It was a dangerous one. The information hopped from one
node to the next. After 41 miles, it finally reached the first sign of
civilization: a wired communication access point. Four seconds had
passed since the quake began. Once on the wired grid, the alarm
spread almost instantly to every city. The new generation of smart
structures in Los Angeles learned of the quake nearly thirty seconds
before it arrived. Tense moments passed. Sirens blared as every traffic
light turned red,

every elevator stopped and opened at the nearest floor ...
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A View to the Future ==

U8

Finally, the silence was broken, a low rumble, a
deafening roar. The earth rolled and shook
violently. The city could not completely escape
damage. Many older homes collapsed. Rescue
crews arrived with Portable Emergency Survivor
Locators. Each was a nylon package the size of a
bottle containing thousands of tiny sensors that
could disperse themselves as the package was
thrown. Back at the rescue truck, a map of the
structure began to appear. People were visible as
heat sources. Chemical sensors began to detect
abnormal traces of natural gas ...

( ' o
A View to the Future erz

By Monday, Southern California had
returned to normal. The 2053 quake came
and went, thanks largely to the pervasive
sensors...

IS ALL THIS INVENTION, OR WILL IT BE
REALITY?
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Technology challenges e

Objectives | Constraints

« Embeddable, low-cost
sensor devices

+ Sensing channel
uncertainties

* Robust, portable,

L ] » Environmentally
Interactive systems

compatible
deployment

+ Data integrity, system
dependability « Limited resources:

node, infrastructure

e Programmable,
transparent systems

e Complexity of
distributed systems

e Multiscale sensing and

actuation e No ground truth

AWS . \e‘en‘éf
Requirements for Sensor Networks -~ >

Small size
Cheap

Communication capabilities
— E.g. wireless communication

Power efficient
Robust and fault tolerant
Adapted to the environment
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Sample Nodes =

MICA2/Micaz

(Berkeley/Cross
LWIM-1I ) bow)
(UCLA) :

WINS

(UCLA/ROckwell) Moteiv Telos (Tmode)

Tyndall mote
MICA
& (UC Berkeley)
AwWSs \é‘eq{gwj

Types of Sensors

« Common Sensors

— Temperature Sensors

— Light Sensor

— Moisture Sensors

— Accelerometers

— Gyroscopes

— Blood Oxygen Sensors
* But also

— Location Sensor

— RFID readers

— Etc.
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Microcontrollers

» Wide range of microcontrollers exist that
are used for sensor nodes

 Most common
— Atmel ATMega series, e.g. ATMegal28L
— TI MSP430 series
— Microchip PIC series
— Intel XScale
— Many others

"
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Communication Aspects

» Sensor nodes need to network to deliver data to
a gateway or monitoring station

* Networking can be based on wired or wireless
links
— Recent research focuses largely on wireless links

» Wired sensor networks are based on application
scenario, e.g. in a car, in a manufacturing
environment, in building control, etc.

» Wireless sensor networks have gained most of
the attention recently
— Special type of wireless ad-hoc networks
— Specific self-configuration and power issues

10



AWS Wireless Communication
Technologies

* A range of wireless communication technologies
are used

— Simple, packet based radio
» Example chipsets: Chipcon CC1000, Nordic NRF2401,
Analog Devices ADF7020
— |IEEE802.15.4

* WPAN standard for low power, short range wireless
telemetry and control applications (also known as ZigBee)

» Example chipsets: Chipcon CC2420, Freescale MC13192

— IEEE802.11 (Wifi)
» Used in applications where power is not so critical

— Bluetooth
— WiBree
— etc.
AWS Sensor Networks Architecture
Drivers
Drivers Technical Capabilities

o
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aws  Resource and Energy Constraints
as Drivers
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* Dominance of communication over storage and
processing

* Dominance of Rx over Tx
» The power vs. {energy efficiency, performance} choice
 Achieving sustained operation

* High cost of sensor sampling

M. Srivastava

23
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Processing
Transmit 2950 nJibit | Processor | 4 nJiop ‘

Mote-class

802154 Node Receive | 2600 nJibit ~ 1400 opsibit
Microserver-class Transmit 6600 nJ/bit Processor | 1.6 nJ/op ‘ s

Node
Receive 3300 nJ/bit ~ 6000 ops/bit

Atmel AVR ‘ Write :;3723’:?1:31 1GB NAND Write ;5"6{:1';;: ‘

Flash . Flash Chip -
(256Db/page) Read S it to (512b/page) | Read 0.4 ndibit fo ‘

Energy/bit sent >> Energy/bit stored > Energy/op

 Architecture implications: in-network processing & storage
(Diffusion, TinyDB etc.)

M. Srivastava 24
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e The chimera of longevity
— Batteries require replacement!

e Current state:

— about one year using mote class
devices with simple sensors
periodically sampling at low rates
and duty cycles (< 1%)

— about a week using microserver
class devices with sophisticated
high rate sensing modalities

» Harvesting-aware nodes promise 20+
years at 20-60% duty cycle

Learn Ambient
Energy
Characteristics

Learn
Consumption
Statistics

*Architecture implications: energy neutral operation

HelioMote, Trio/Prometheus, DuraNode
Harvesting-aware duty cycling, routing.

M. Srivastava

Predict Future
Energy
Opportunity

Resource

g Scheduling

Duty
Cycling

Routing

Topology
Control

25
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» First developed at
EECS Dept., UC
Berkeley

» Hardware prototype
in 2000 (René)

» Later joined by Intel
Research, Berkeley

* Next generation
released in 2003
(Mica2)

The Berkley modes

o

13



AWS

d
.

WSN Hardware

Wireless Sensor Networks made possible by:
— Moore’s Law — “System on a Chip”
— Low-Power CMOS processes
— MEMS Integrated Sensors
— High-Frequency (® small) RF systems

Processor, RF, FLASH and sensors can be
integrated in very small package (1 chip?)

Each sensor has limited capabilities but network
of sensors can carry out complex tasks

AWS
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René Mote (2000)

» AT90LS8535 8-bit ATMEL MCU, 4MHz
— Integrated 8-bit ADC, UART, SPI etc.
— Low-power (mA), Sleep mode (UA)
* 8Kb Program FLASH, 512b SRAM
* TR1000 900MHz RF transciever (On/Off)
» 24L.C256 256Kb Serial EEPROM
* Analog Sensors only — connected to ADC
» Coprocessor to reprogram FLASH

14
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Mica2 Mote (2003)

 ATMegal28L 8-bit ATMEL MCU, 8Mhz
 FLASH extended to 128Kb, SRAM to 8Kb
* CC1000 900MHz FM Radio controller

e AT45DB041 512Kb data FLASH

« Digital/Analog Sensors, V. and V

» Slightly higher power dissipation, however
includes hardware accelerators

AWS
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Crossbhow MicaZ motes

* Mica2 mote but now with IEEE802.15.4
physical layer chipset
— Chipset based on Tl Chipcon CC2420

» Radio board without sensor
» Sensor board separate

« Programming possible via USB
programming board

* MicaZ extensively used in research
projects

15



( Tyndall Motes — Wireless Sensor Modules e’-eﬂg)'

Hardware and Software Technology Platforms for Auto nomous Systems

* Miniaturised Autonomous Wireless Microsensor Modules
* Distributed, Ad-hoc Wireless Sensor Networks
» Micropower Delivery Systems

» Hardware Features: Modular, Flexible, Reconfigurabl e, Scaleable, Robust

geossoassascassssssssssssassassancs %

| Sensors |

Drlvers / Controllers

....................................

| Data Processing |

| Communications |

| Power |

Tyndall 25mm Mote — essentially the same computinga  nd communication platform
as the MicaZ motes

( Operating Systems for WSN 5=

» Hardware useless without SW to control it
* But why an Operating System, embedded systems have existed for
30+ years without (much) OS
Scope of applications is expanding rapidly
— Distributed databases
— Autonomic monitoring / control systems
— Military Applications (in the U.S.)
* WSN Operating Systems have evolved over the last 5 years from
very simple hardware abstraction layers to sophisticated
dynamically programmed modular systems

* Research in various universities — driven by the U.S. (particularly
UC Berkeley) recently becoming commercialised (CrossBow, Intel
etc.)

» Focus on flexibility, ease of (re)programming, cross-platform support

16
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Starting Point: C Based Systems -
» Traditionally, embedded systems did not
use an operating system
* Problems with this emerged as apps
became more complex
« Initial steps in OS design were essentially
hardware abstraction layers (HAL) to ease
porting
* Invariably based on the ‘C’ programming
language
— C preprocessor is not very powerful

U

More Advanced Systems

» Eventually, macro-based approaches reached
limits

* Need to design new languages to support this
— nesC (UC Berkeley, 2003)
— Still heavily based on C

» Other OSes use different approaches

— SOS & Contiki: code written as modules, linker
combines

— Virtual Machines — code does not execute directly
— Moving away from concept of static program

17



Traditional Embedded Systems ~-~

* >90% of processors manufactured now
are 8-bit

* The majority use very little OS

» Applications are very simple — essentially
timing / logic replacement

— Cheaper to manufacture 100,000 identical
microcontrollers and program them differently
than manufacture 100 different circuits

— Software is almost always cheaper than
hardware!

—

~ )
¢ Traditional Embedded Systems ©~>

» Typical spec: few MHz processor, 10s of kB of
ROM, 100s of bytes of RAM
— PIC16F877: Max 10MHz, 368 bytes RAM, 8kB
Program FLASH, serial port programming
* Overhead of even a very simple operating
system will consume a large % of available
resources

* Memory management, interrupts, stack-based
addressing generally not available

18
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Traditional Embedded %
Programming

Program executes directly on the
hardware — no software layer in between

Direct access to hardware, registers
manipulated directly, must manage
hardware state but has exclusive access

Can be very efficient — zero overhead —
but no flexibility

Program will only execute on exact
hardware platform — no portability

08
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Wireless Sensor Node

» Typical spec: 10s of

MHz processor, ~100kB
ROM, 10s kB RAM,
FLASH, Wireless

— TMote Sky: 8MHz Tl 16-
bit C, 10kB RAM, 48kB
Program FLASH, 1MB
External FLASH, 250kbps
2.4GHz IEEE 802.15.4
compatible wireless, USB
interface (virtual serial)

19
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WSN Issues

» Complex subsystems (especially radio) need
more sophisticated management, timing

* Increase in program size, and particularly
memory available allows much more complex
apps

» 16-bit microcontroller considerably more
powerful

Running software directly is no longer a
viable solution

AWS |
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Beginning: TinyOS 0.5 &
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« Jason Hill, Robert Szewczyk, Alec Woo, Seth Hollar, David Culler,
and Kristofer Pister. System architecture directions for networked
sensors. In Proceedings of the Ninth International Conference on
Architectural Support for Programming Languages and Operating
Systems, Cambridge, MA, November 2000.

» Research Project at UC Berkeley
» Event-driven operating system written in C

* Modular system with components and
interfaces

» Two-level scheduler (non pre-emptive)
 No memory management, static system layout

20
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TinyOS Scheduler

e All code is executed in one of two modes
—tasks and events

» Events may pre-empt tasks but never
other events

» Tasks may not pre-empt other tasks or
events

= Task0
| Task1

|
= 7
! | /| Event
! ! Handler
|
! Taskn |
i
|

----- Sleep
TinyOS Tasks €=

» Tasks are similar to threads except:

— Tasks always run to completion — a task may
not wait (system will stall)

— Any prolonged computation should be in a
task

» Tasks can be posted from tasks or events

» Executed in a (fixed-size) FIFO queue
when processor is idle
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TinyOS Events

Events should execute quickly

Events can not be pre-empted — system is
unresponsive until event completes

System may miss events (timers,
communication) if tasks run for too long

Events are usually triggered by hardware
— most commonly timers, also
communication

AWS
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TinyOS Interfaces

Interface defines how a module interacts with
other modules — communication only through
interfaces

Interface imposes requirements on providing
and using module

List of commands and events
Defined in a .comp file in TinyOS 0.5

Using module Providing module

CALL Command IMPLEMENT
IMPLEMENT Event | SRENBRREvent

22
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TinyOS 0.5 Module

Each module CALLS and PROVIDES
commands, SIGNALS and HANDLES events

All done using C preprocessor macros
— TOS_CALL_COMMAND()

— TOS_COMMAND()

— TOS_SIGNAL_EVENT()

— TOS_EVENT()

Each module also has private state (storage)

.desc file describes how these are all linked
together in an application

d
L

Q Problems with TOS 0.5

» C preprocessor is not very powerful

 Many embedded systems implement only
the bare minimum specification (e.g. 32
character limit)

» Final code is being compiled by C
compiler — any errors will result in obscure
error messages (type mismatches, errors
in interface)

e Syntax is awkward

23
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David Gay, Philip Levis, Robert von Behren, Matt Welsh, Eric
Brewer and David Culler. The nesC Language: A Holistic Approach
to Networked Embedded Systems. In Proceedings of ACM
SIGPLAN 2003 conference on Programming language design and
implementation, June 2003.

* UC Berkeley again

* Moved away from C macros — designed a new
language, nesC to support modules and
interfaces

» Concepts exactly the same, just easier to use

 Verifies if connections are compatible, provides
useful error messages if not

U8

nesC: TinyOS 1.0 =

AWS

nesC Applications

* Modules provide and use interfaces
— Module must be contained in a configuration
« Configurations link modules together
— Interfaces must match — provides interface X;
uses interface X;
» Top-level application module doesn’t
provide or use anything

d
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Operating System Modules
* There is no distinct “Operating System” in

TinyOS — everything is a module apart from a
few lines of initialisation and the scheduler

» Configurations allow simple modules be built up
together to form more complex modules

* Some helper modules are provided for common
tasks

* Mostly static memory management — dynamic
allocation not encouraged but possible

k!
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@ Hardware Abstraction

* Many modules simply provide a standard
interface to the hardware

* Provides a Hardware Abstraction Layer
allowing code to execute on multiple platforms

 Timer, ADC, certain sensor boards, standard
bus protocols (I12C, SPI, UART)

» Others provide useful functionality to avoid
duplication

* TimerC allows multiple virtual timers on one
physical timer, GenericComm frames and
unframes packets etc.

a)

U8
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Communication in TinyOS

GenericComm module
Interfaces SendMsg and ReceiveMsg

Each packet has an Active Message ID —
similar to a port in UDP

A module subscribes to a particular AM 1D
and only receives packets for that ID

No queuing or routing

Applications do not need to know details of
actual radio transmission (abstraction)

AWS

Example Application =2

configuration myapp¢

module myappM module configuration GenericComin
RealMain
uses Active

UART] [ Messages

. | provides
interface
StdControl
| Radio TimerC

provides

provides

interface

Send/ReceiveMsg configuration TimerC
uses ) provides module
uses interface | provides TimerM

Timer

26
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Reprogramming in TinyOS
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 WSN deployed in inaccessible locations

» Must be able to reprogram node after
deployment

* Program image is monolithic in TinyOS —
need to reprogram entire image

* Image is sent over radio and stored in
external FLASH

» Bootloader reads this, writes it to program
FLASH and reboots node

« Contents of RAM are not preserved

AWS
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TinyOS 2.0

TinyOS 2.0 adds standards and “structure”

Precise description of what module must
support to be conformant

Working Groups to discuss what to include
Underlying structure of OS is the same

27
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SOS
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* Chih-Chieh Han, Ram Kumar, Roy Shea, Eddie Kohler and Mani
Srivastava, A dynamic operating system for sensor nodes, In
Proceedings of the 3rd international Conference on Mobile Systems,
Applications, and Services (MobiSys '05), Seattle, Washington, June
06 - 08, 2005

* Fundamentally different approach to TinyOS

* OS only carries out lowest-level hardware
interface, communication and module loading

 All other functionality in independent modules

* Modules communicate using advertised
interfaces and by passing messages through OS
kernel

AWS
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SOS Kernel

« Small and hardware-specific (microkernel)

» Loads/unloads modules and performs
memory management

» Performs low-level communication (one-
hop only)

* Provides standard interfaces to hardware
(timer, ADC etc.)

e Allows modules to communicate with each
other
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SOS Module

* Module is small and self-contained

* Had its own memory storage area

* |dentified by a Process ID (PID)
 Efficiently passes messages to other PIDs

e Can advertise functions that are called
directly (through kernel)

« Can send messages to any process on a
neighbouring node as well as locally

AWS
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SQOS System

* Initial system contains “blank” nodes —
only simple propagation and programming
code

* Modules are injected into network where
they spread from node to node

[

Blank
PID 50 %50
== Bib 267 EI
\i} [I Blank\qA

Base” o NO

29
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SOS Programming
* Modules (and kernel) are written in standard C

» Nodes start with standard “golden image” — this
can be stored and reset

» System tool pushes out modules into blank
network

» Base node can also be used to gather data back
from the network

* Memory management used to reduce copying

— Data is owned by one module and can be passed
around to reduce copying

— Dynamic memory allocation is heavily used(contrast
TinyOS)

AWS
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Contiki Protothreads

* Similar to SOS — event-based kernel

 Protothread programming model

— Looks like a thread but is internally event-
based

— No local variables
— Thread is invoked in response to events in
kernel (sensor event, timer, communication
etc.)
 Traditional thread requires one stack per
thread — protothread shares one among all
threads

» Code is easier to follow, looks sequential

30
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Contiki Threads

Contiki also supports real threads as a
library

Only linked in if needed, difficult to
implement on embedded system

Allows more powerful systems take
advantage of benefits of threaded
programming

Hardware / platform / processor specific —
difficult to port

( Communication Protocols for WSN =~
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Physical Layer Protocols

e Typically based on DSSS, FHSS, simple packet based
transmission, or UNVB

» Recent progress focussed on ultra low power and UWB
MAC Layer Protocols

» Essentially all based on variants of either CSMA or TDMA

e Main focus on interference limitation and low power duty-
cycle techniques

Network Layer Protocols

— Largely addressing topology control issues
* Routing
» Addressing
* Clustering

Transport Layer Protocols

— Primarily problem of efficient end to end delivery
addressed

31
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Design Challenges for WSN (‘;?ﬁ'ﬁ;
Protocols

Power limitations of wireless sensor nodes
Processing limitation of wireless sensor nodes
Scalability

Fault tolerance

Wireless communication environment

Limited bandwidth

Performance control

Location estimation

Distributed nature of wireless sensor networks

AWS

Current Research in o

Communication Protocols for WSN

WSN is one of if not the “hot topic” in computer network/computer
science research at the moment

Much research has addressed communication protocol issues for
WSN over the past 5 — 6 years

— focus initially on PHY, MAC, NWL with a view to power efficiency

— Recently more attempts at cross-layer interaction to improve on power
issues

— Research often within scope of a specific application space
— Focus also often not in line with industry developments and standards
Many disparate proposals that try to solve a particular problem

— A new MAC protocol, a new routing approach, a specific data
dissemination protocol, etc.

Biggest problem — performance evaluation largely based on
computer simulation
— range of simulation environments that all give different results
— very few real WSN deployments, even less of large scale

32



AWS

Technologies for WSN

 |EEE802.11

* |EEE802.15.1/Bluetooth
* WiBree
 |EEE802.15.4

» ZigBee

* Wireless HART

e |ISA-SP100.11a

° Z-WaVe
° 6LOWPAN
AWS . \e mﬁ
The 802 Wireless Space ;
V\J\NAN
IEEE 802, ;
) WMAN
=]
g
&

WLAN
LR 802.15.3

802.15.4
WPAN 1;’;‘5‘1";’;" 802.15.3a
5 802.15.3¢

0.01 0.1 l 10 100 1000
Data Rate (Mbps)
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* Dominant Wireless Local Area Network Standard

» Designed to provide wireless connectivity for laptop and desktop
computers
— Much higher data rate than necessary for most WSN applications

. E%laldi)os operate in 2.4GHz ISM (11b/g) band and 5GHz ISM bands

a

e Recent 802.11 standard developments targeted at
— higher data rates/range - 11n
— QoS provision - 1le/k
— interoperability - 11h/j,
— mesh networking - 11s, and
— vehicular environments - 11p

« WSN application space nevertheless possible as some firms are
now providing low power 802.11 based systems targeted at wireless
location and sensing applications, e.g. G2 Microsystems

e Attraction of 802.11 for WSN is widespread deployment of systems
using WiFi radios

e WSN gateways are likely using routers with 802.11 radios

aws ongd

|IEEE802.15.1/Bluetooth =

Bluetooth developed by Bluetooth Special Interest Group
as a low power, short range communication technology
for Wireless Personal Area Networks

Applications target connectivity of devices such as laptop
computers, mobile phones, printers, but also audio
devices such as wireless headsets, etc.

Bluetooth profiles provide configurations to meet
application requirements

Bluetooth can be used for sensor network applications,
but

— Data rates of up to 723kbps (asym) or 432kbps (sym) higher
than required for many WSN applications

— Power consumption based on FHSS wireless communication to
high for many WSN applications

— Bluetooth does not scale well to larger networks

34
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Wibree

* New low power radio technology
— Developed by Nokia as spin-off of Bluetooth
— Aimed at devices that do not need full Bluetooth functionality

— Apart from Nokia other contributors are Broadcom, Casio, CSR,
Epson, ItoM, Logitech, Nordic Semiconductor, ST
Microelectronics, Suunto, Taiyo Yuden Co., Ltd. and Texas
Instruments

— Now incorporated into Bluetooth SIG
* Aimed at interconnecting small devices consuming a
fraction of the power of related Bluetooth technology
» Targeted at interconnecting devices such as watches,
keyboards, sports sensors, etc with mobile phones

— Aimed at creating a sensor network around a mobile phone
rather than large scale networks

AWS

W,IiBree

* Wibree standalone and Bluetooth/Wibree dual mode envisaged
e Uses Cases
— Sport and wellness
— Wireless office and mobile accessories
— Healthcare monitoring devices
— Entertainment equipment
e WiBree specification allows
piggybacking onto Bluetooth

v

Wibree stack

Bluetooth
stack (stand-alone)

— Same 2.4GHz ISM band
radio

— 1Mbps data rate
— link length 5m — 10m

» 3 Profiles currently defined
— Watch profile
— HID Profile :
— Sensor Profile [ Wibree technology

35
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IEEE802.15.4

Main standardised technology for Upper Layers

low cost, low power, low data rate,
personal area (short range)

wireless networks 8022LLC

Provides physical and medium SsCs

access control layer specification

Operates in 3 ISM bands, MCPS-SAP MLME-SAP
868MHz, 915MHz, 2.4GHz MAC

Seen as the main wireless | ]
communication technology for PD-SAP pHy UES®

automation and control
applications

AWS
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Feature Overview of IEEE802.15.4

Over-the-air data rates (250kb/s, 40kb/s, 20kb/s)
Star and peer-to-peer topologies
16-bit or 64-bit addressing schema

CSMA-CA channel access with ACK protocol for reliable
transfers

Low power consumption

Two device types

- guII_Function Device (FFD) - PAN coordinator, Coordinator, End
evice

— Reduced Function Device (RFD) - End device
Two operating modes

— Non-beacon mode

— Beacon enabled mode
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ZigBee Alliance

Defines the NWK and APS to sit on top of IEEE 802.15.4

Consortium of industrial partners including Philips, Motorola, Honeywell
Started promoting Zigbee when they formed the Zigbee Alliance in Oct 2002
Main Applications targeted at Building Automation — light control, meter
reading, etc.

Zigbee uses a basic master-slave topology configuration suited to static star
networks of many infrequently used devices
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Zigbee Devices

» Zigbee Coordinator (ZC)
— Only one required per network
— Initiates Network Formation
— Acts as IEEE802.15.4 PAN coordinator - FFD
e Zigbee Router (ZR)
— Optional network component
— Associates with ZC or ZR
— Acts as IEEE802.15.4 Coordinator - FFD
— Local address management
— Participates in multi-hop/mesh routing and maintains routing tables
e Zigbee End Device (ZED)
— Optional network component
Associates with ZC or ZR
Acts as IEEE802.15.4 Devices — RFD
— Relies on parent (FFD) to let it sleep
— Does not participate in association or routing

ZigBee Network Topologies

Star Topology

Zighee supports single hop topology constructed with
one coordinator in the centre and end devices.

« Devices only communicate via the network coordinator.
* Necessary for RFD devices which are not capable of
routing

Tree Topology

A multiple star topology
with one central node —
Zigbee network
coordinator
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ZigBee Network Topologies

Mesh with Star
Clusters

The FDD devices communicate
without the aid of net coordinator.

FDD serve as routers forming a
reliable network structure.

Beacon tx not permitted in Mesh

Non-Tree Routing based on AODV
Protocol

* When routing is not based on Tree routing, ZigBee uses variant of well know
MANET AODV routing protocol
* Routing based on RREQ/RREP Msg, Route and Route Discovery Tables

» Route Table maintained by Zigbee router/coordinator contains —
» Dest Address
e Status
* Next Hop

» Route discovery table used to establish routes during route discovery —
* Route Request ID
e Source Address (Add of route requestor)
* Sender Address (Add that sent most recent low cost RREQ)
¢ Forward Cost (Total path cost from src of RREQ to device)
* Residual Cost (Total path cost from device to dest)
L Expiration Time (route discovery expiration time)
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ZigBee Inefficiencies

No support for energy efficient routing in mesh
topologies

— Beacon scheduling not supported

Routing devices (FFD) need to be line powered
Routing protocol is relatively static

— route re-discovery occurs as part of route
maintenance

— Node failure recovery slow due to reactive operation
Poor scalability
— AODV based routing does not scale well

No efficient Real-Time Short Address Allocation
Algorithms

Wireless HART

Wireless Extension of the HART Communication
Foundation’s HART protocol (IEC 61158) used for
networking in industrial automation and control
environments

HART is used in industrial environments where high
assurance and reliability is important

HART Foundation

— Members: ABB, Adaptive Instruments, Crossbow Technology,
Dust Networks, ELPRO Technologies, Emerson Process
Management, Endress+Hauser, Flowserve, Honeywell,
MACTek, MTL, Omnex Control Systems, Pepperl+Fuchs,
Phoenix Contact, Siemens, Smar, Yamatake and Yokogawa

Currently ca. 22m HART enabled devices installed
world-wide

WirelessHART standard, part of HART rel. 7, was
approved and released in June 2007
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Wireless HART - Aims

Objectives
— 99% reliability
— Wireless hardware with 3-10 yr battery life
— Mesh, star, and combined networks, rather than just point-to-point
— Backward compatibility with all equipment in the field
More information in real time

— Wireless capability gives easier access to new intelligent device and process
information

— multivariable process data
— status, diagnostic, and configuration data

— improves asset management, environmental monitoring, energy management,
regulatory compliance, and access to remote or inaccessible equipment
(personnel safety).

More flexibility

— Wireless adapter can be attached anywhere on loop

— Compatibility with legacy systems
Radio based on IEEE802.15.4-2006, modified to work better, and frequency
hopping spread spectrum technology in a self-organizing, self-healing mesh

Typical WirelessHART
Installation
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ISA-SP100.11a

Standards effort by ISA, the society for
automation and control professionals

ISA-SP100.11a is a new wireless protocol
standard based on IEEE802.15.4

Aimed at providing wireless networking solution
for industrial automation equipment

Developed as an open standard

Currently efforts underway to align
WirelessHART with ISO-SP100.11a

Scope of ISA-SP11.11a Rel. 1

Include only 2.4 GHz 802.15.4-2006 radios

e Single Physical layer to:
— facilitate vendor interoperability
— provide a simpler standard
— expedite release of standard

Use channel hopping to support co-existence and inc rease
reliability

e Channel hopping is where the channel is constantly changed
by all nodes

* Hopping is a proven technigue to minimize the impac t of
interference in a congested band

Offer field device meshing and star capability

+ Star configurations can provide very quick response times that
are necessary for some types of critical applicatio ns

* Mesh networks can offer increased robustness, enhan ced
reliability, greater tolerance to interference, etc
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ISA-SP100.11a System
Architecture

SP100.11a Relative to ZigBee

SP100 is strength
— Reliability (enhanced error detection, frequency hopping)
— Predictability (TDMA, Quality of Service levels)
— Security (designed with FIPs in mind)
SP100.11a is optimized to allow sensor flow to higher network levels

SP100.11a defines a complete industrial wireless sensing
architecture

SP100.11a supports multiple industrial protocols via single wireless
infrastructure

— HART, Profi, Mod, FF, etc.

SP100.11a supports performance levels that enable some factory
automation applications, not just process

SP100.11a is developed by an open user influenced standards body

Like ZigBee SP100.11a is also optimized for long battery life
applications and also supports battery powered routers industrial
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6LOWPAN

» Specifies IP networking capabilities for
IEEE802.15.4 devices
— Facilitates Internet connectivity with IEEE802.15.4

networks

» Specified by IETF in RFC4944

» Standard specifies adaptation layer between a
simplified IPv6 layer and the IEEE802.15.4 MAC
to adapt to
— address formats, packet sizes, etc.
— Support mesh topologies
— Provide IP header compression
— Support unicast and multicast routing

6LoWPAN Protocol Stack
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Z-Wave Alliance

Z-Wave is a new standard for bi-
directional wireless remote control of
devices in home

Uses narrowband radio to avoid
interference with, e.g. Wifi

Allows for low power networking of large
number of devices in home

Retrofit possible through plug-in devices

Proprietary Technology

Large number of low power RF chipset that are
supplied with simple point-to-point SW
However, a few low power proprietary WSN
protocol architectures exist

— SimpliciTl by TI for their transceiver chipsets
CC110x/CC2500

— Wireless Desktop Protocol by Nordic Semiconductor
— MicrelNet by Micrel

— Cirronet by RF Monolithics

— EnOcean
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SimpliciTl by Texas
Instruments

Low power RF protocol for small networks (<100 nodes)
Using TI CC110x/CC2500 chipsets
Z’%er-tci-peer communication with access points and range extenders (max
ops
Low cost - Uses <4K Flash, <512 bytes RAM
Flexible:
— Direct device-to-device communication
— Simple star with access point for store and forward to end device
— Range extenders to increase range to 4 hops
Low data rate and low duty cycle
Ease-of-use
Application examples:

— Alarm & security: occupancy sensors, light sensors, carbon monoxide sensors,
glass-breakage detectors

— Smoke detectors
— Automatic meter reading: gas meters, water meters, e-meters
— Active RF-ID applications

SimpliciTl Network Structure

Configurations

— AP star

— AP star with repeaters
- P2P

Device Configurations
- AP

— Repeater

— Device

— Sleeping Device

— TXonly device
Range extension through
repeaters

Active RF tags enter and
leave network in ad-hoc
fashion
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Wireless Desktop Protocol by
Nordic

« Initially designed for wireless desktop
applications such as wireless keyboard and
mouse

e Can also be used for
— Sensor networks, home automation, etc

» Networking based on ANT protocol

» Simple Peer to Peer networking without
Masters

« Devices can associate quickly

* Channel access based on TDMA (>100
channels)

Radiowire MicrelNet

* Yet another proprietary
low power wireless
networking technology

» Simplicity again design
objective

e Uses FHSS radio

e Supports star and
cluster based
networking
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Cirronet by RF Monolithics

And another low power wireless
networking technology aimed at wireless
sensor type networks

Only supported on own hardware
Operates in 433 and 915 ISM bands

Supports mesh networking with device
types similar to IEEE802.15.4

EnOcean WSN Protocol

EnOcean is Siemens spin-off

- Targeting battery-less
wireless sensor nodes

- Energy harvesting powers
sensor nodes

© EnOcean GmbH

48



Some Key Open Issues for
Protocol Design for WSN

Power management problem still unsolved for many
applications

Node life-times currently one to two orders of magnitude
shorter than required for many sensing applications
Standards based WSN protocols are non-optimal
compared to proprietary proposals

Limited understanding of deployment issues for WSN

— No wireless network design for deployment

— Limited experience of actual large scale real world deployments
No integrated network management approach for
mission critical WSN applications

— No insitue performance monitoring/control

No integrated localisation approach

Some Sensor Network
Applications

Smart Environments: Smart Kindergarten
ZipMotes and Ragobots
Applications to entertainment

— Synchronization of video and sensor data

— Check out paper “Augmenting Film and Video Footage with
Sensor Data

Centre for Adaptive Wireless Smart Helmet
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Smart Kindergarten Project: Technologies for Sendomssed Wireless Networks of Toys
for Smart Developmental Problem-solving Environment

Network Sensor Sensor
Management Management Fusion
1 1 1 ;
WLAN Access
Point

Speech Database
Recognizer & Data Miner
1 1
Wired Network

WLAN-Piconet WLAN-Piconet

Bridge rldie

= Piconet m <— Sensors—> Piconet

Modules f i

‘-"'-t'

Networked Toys

“Fusing the Physical and the Cognitive "

Testbed Deployment &
Experiments

» 50 iBadge Nodes
* 25 Medusa MK-2
¢ 50 MICA motes

» Measured localization accuracy
* Within 2cm of ground truth
12 Measurements per second
* Only free space experiments so
far and some testing with obstucle
Ultrasound ToF l

Localization
Sylph
b and — yp

) . Middleware
Bluetooth |Tracking Unit

)
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Read Tags
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CAWS “Smart Helmet”

» Centre for Adaptive Wireless Systems
project
— Mike Walsh, Dr John Barrett

* Project Aim

#Design and develop a wireless sensor node,
both hardware and embedded software, with
multiple sensors which can be inserted in a
sports safety helmet for monitoring of athlete
physiology and also physical impacts.

Project Motivation

» Impact sensing
* Improve safety standards
* Improve helmet design

» Training aid
* Improving fitness
* Improve safety
» Monitoring of athlete physiology
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Sensors

Accelerometers

— 509 and up to 2509
Pulse

— Plethysmograph
Microcontroller

— QFP 16F788

RF + Antenna

— ADF7020

Battery

— Nokia

Software

e PIC
— AD conversion
— RF initiation

» Labview
— Displaying the impacts and also Pulse
— Saving data
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Implementation

« |dentification of the component, hardware
and software options appropriate to the
helmet application

 First specific design, modelling and
simulation of the helmet WSN

* Field performance and reliability testing

Electronics Placement
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CAWS Wireless Sensor Network
Research Projects

EMNETS

BuildWise

NEMBES

ITOBO

LoCON

MicroFAB
Augmented Materials

CAWS Project EMNETS

EMNETS — Embedded Networked Sensing
CIT AWS and UCC MISL Collaboration

3 year project funded under the original WISEN
ILRP call

Project focus

— Development of low power scalable protocol stack
based on IEEE802.15.4

— Middleware layer for simplified targeted application
development

— Network management functionality for network
performance monitoring and debugging

— Development of a demonstrator in conjunction with
BuildWise project
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Beacon Synchronisation for Large
Scale Mesh Topologies

Non coordinated beacon transmission can result in collisions from
neighboring devices — direct collision and non-neighboring devices in an
overlap region — indirect collision

The current IEEE 802.15.4 standard does not provide a mechanism to
support synchronised beacon transmission

Distributed Beacon Scheduling

BI=3932ms

°°°°° m Duty cycle of 0.06 compared to ZigBee

m requirement of duty cycle of one

SD=CAP = 245ms

Devicen

Synchronised beacons across network Collision free data trans-
(verified with Daintree ZigBee network mission following beacon
analyser) interval
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Cluster Based Routing

ZigBee routing designed for WPANs

— Small scale networks

— Relatively stable network topology

Sensor networks for large scale buildings require
scalability due to size

Proposed approach

— Routing based on the well known zone based routing (ZBR)
approach in which routes between sensor clusters are
determined via cluster gateway nodes (inter-cluster routing).

— Routing within a destination cluster (intra-cluster) is performed
using Zighee AODV

Provides a reduction in the flooding of route requests

between devices spread across a large scale network

As the network evolves, inter-cluster routes are

reinforced

Cluster Formation, Inter/intra
Cluster Routing

=

et

O [Parcomama ]
* [cumm |

<

> l Connection between Gateway nodes ‘

D [ Route between Clusters C12 — C7 ‘
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Middleware and Network
Management

» Middleware Development based on Synthesis Approach
* Network Management based on Tomography Approach

["eice spesteason ] 1
\
T | e e et

Structure
Middleware Image

The framework consists of

three essential elements:

(i) a repository for solutions and
alternatives of middleware services,
(ii) a tool for representing and
synthesising middleware architecture,
(i) a tool for mapping middleware
architecture into network.

Smart Building Research Projects

e BuildWise — http://www.buildwise.ie
— Applied research project in wireless building energy monitoring
funded by Enterprise Ireland
— Partners: UCC, NUIG, Tyndall National Institute, CIT
« NEMBES
— Research and education project funded by HEA PRTLI4 targeting
“responsive built environment”

— Partners: CIT, UCC, UCD, TCD, Tyndall, Cork Centre for
Architectural Education, Cork City Council, Cork University
Hospital

e ITOBO - http://zuse.ucc.ie/itobo

— University/Industry collaboration “ICT for Sustainable and
Opltim(ijsed Building Operation” funded by Science Foundation
Irelan

— Partners: UCC, Tyndall, CIT, NUIG, Arup, Intel, Cylon Controls,
HSG, Vector Workplace
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BuildWise Technology Platform

Inspection & Maintenace  Control & Configuration
Service Crews Operators

- N-dimensional presentation
— X1

Data Analysi N-dimensional management

NEMBES Research Programme

ES Case Stu
-

orked Embed
ment design g
I

S Technolog

Wired/Wireless Network Design Techniques and Tools
Networking Embedded Network Protocols
Embedded Hardware Smart Systems _Integratlon
Co-Design




NEMBES Strategy

NEMBES Partnership Gradual

T&L,

Partnership
research theme
Whole system design
for robust scalability

Research

clusters NES Application
Partners

Use of NES
( Management | in built
environment
design and
management

SFI SRC “ITOBO"

aggregation context dimensions

SYSTEMS INTEGRATION
ENERGY MANAGEMENT

middleware SERVICE - preferences
ility ——> OPTIMIZATIONf — i ti

adaptability J ARCHITECTURE \ configura If)n

complexity USE reasoning

C OPERATOR

management maintenance
) "\ WIRELESS COLLABORATIVE |/ mmenan

services e -~ operation

J NETWORKS NETWORKS k
location value-added

services

SENSORS

—/ \
prototype

nano-technology manufacturing
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Motivation for Wireless Sensor
Networks in Building Management
and Control

Enhanced living environment through the
use of “smart technology”

— We spend most of our life in buildings
Improved ambience in buildings
Improved work environments
Assisted living

Reduced energy consumption
— Major focus of Cork Smart Building Cluster

“Smart Buildings”

e A Smart Building is one that:

— Provides a productive and cost-effective built
environment through optimization of its four
basic components

e structure, systems, services and management

— maximizes the efficiency for its occupants

— allows effective management of resources
with minimum lifetime costs

* Minimum energy consumption is becoming a key
objective here
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Other Smart Building Projects

MAV Home, University of Texas at Arlington
— http://mavhome.uta.edu
Smart House at Duke University
— http://www.smarthome.duke.edu/
MIT House_n project
— http://architecture.mit.edu/house_n
Georgia Tech Aware Home Inititative
— http://awarehome.imtc.gatech.edu/
Carnegie Mellon Centre for Building Performance and Diagnostics — The Sustainable
Intelligent Workplace
—  http://www.arc.cmu.edu/cbpd/iw/index.html
Fraunhofer Gesellschaft Smart Home
Microsoft Research Easy Living Project
— http://research.microsoft.com/easyliving/
Philips Research HomeLab
— http://www.research.philips.com/technologies/misc/homelab/
Orange Smart House
— http://www.dwrc.surrey.ac.uk/Research/OrangeSmartHouse/tabid/84/Default.aspx
More links at http://gero-tech.net/smart-homes.html

Smart Building Example




Recent Focus: Reduced Energy
Consumption

Energy used in buildings accounts for almost half of
the total amount of energy consumed in the European
Community today

— Approximately 40% in Ireland

With fossil fuels the primary energy source, the
building sector currently produces 22% of total
CO:2 emissions in the EC. This is more than that
produced by the industrial sector

— Approx. 30% of Ireland’'s CO2 emissions

Almost 85% of the energy used in buildings is for low
temperature applications such as space and water
heating

Building Management and Control Systems contribute
to the efficient management and energy reduction in
buildings

Sensor/Actuator View in BMS
Software
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Building Information Model and
System Interaction

Issues for Existing Wired
Technology

» Largely based on wired
controller, sensor and actuator
nodes
— No simple retrofitting into existing

buildings possible
* 50% - 90% of retrofitting cost due to
wiring
— Often sensor locations cannot
adapt to building reconfiguration
* Possible solution

— Wireless BMS
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Issues for Wireless Building
Control and Management

« Embeddability of wireless sensor devices
» Node life-times currently one to two orders of magnitude
shorter than building life-time

» Limited understanding of wireless network design for
BMS

— Hierarchical network architecture comprising heterogeneous
technologies

— Large scale sensor network with wide range of sensors required,

e.g. ca. 500 nodes in building of ca. 3000m?
— Most studies consider homogeneous sensor network
— No proper sensor/actuator network design approach
* No integrated sensor/actuator network management
system
* No integrated localisation approach

— People and object localisation offers potential for enhanced
control

Wireless Building Management
System

* Motivation for wireless systems
— More cost effective as retrofit
* If installation can be simple
— Easier to reconfigure
* Nodes can be moved
— Allowing for temporary installation
* Required by many facilities management
companies
— Provides localisation function for objects and
people
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Wireless BMS — Possible
Architecture

IFCBIM
Layer 0 — 1
Wired Network h

Layer1 -
IE EES02.11 Wireless R .
Mesh Network o ' (Emizagaes ) B

Layer 2 —
Clusters of
Wireless Sensors
and Actuators

Localisation & Tracking Systems

» Qutdoor Localisation essentially based on GPS
— GPS does not work well in indoor environments due
to signal attenuation and fading
» Specific Indoor Location systems have been
developed based on
— Ultrasound, e.g. ActiveBat system

— Infra-red, e.g. Active Batch system, most building
alarm systems

— RF signal strength & propagation, e.g. Microsoft
Research RADAR system

« Commercial Systems based on RF Signals
— Cisco AeroScout
— Wherenet
— Ekahau Location System
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CIT Location Research
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Current Position
Previous Position
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Widyawan, M. Klepal, D. Pesch, “A Bayesian Approach for RF-Based Indoor
Localisation “, in Proc. of IEEE ICWCS, Trondheim, Norway, October 2007

Widyawan, M. Klepal, D. Pesch, “Influence of Predicted and Measured
Fingerprint on the Accuracy of RSSI-based Indoor Location Systems*, in
Proc. of IEEE WPNC, Hannover, Germany, March 2007

Network-wide localization

Localization of several unknown nodes in a network with a few reference nodes.

The node localization and ranging techniques described are an integral part of
solutions to network localization. N
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1. Centralized 2. Locally Centralized 3. (Fully) Distributed
Only one node computes Some of unknown nodes compute Every unknown node computes

» Centralised (for small scale networks)

« Semi-centralized (hierarchical, clustered)

« Distributed (involving iterative update of location)

« Each approach may be appropriate for a different application
 Centralized approaches require routing and leader election
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Relevant EU Research Initiatives
on WSN

Main FP6 projects

— CRUISE - NoE bringing together leading academic institutions in the
area of WSN

— WINSOC - STREP focussing on WSN for critical and emergency
applications

— e-Sense — IP focussed on development of Ambient Intelligence through
WSN

— SANY - IP focussing on integration of sensors and networks
— ESNA — ITEA project developing a European WSN architecture
Projects of relevance to WSN

— CoBIS — STREP focussing on using embedded systems and sensing for
business process improvement

— PULSERS - IP focussed on UWB radio system
— RESOLUTION - IC development for Real-Time Location Systems

— Runes — IP focussed on middleware for embedded networks but also
addresses protocol issues

— UbiSec&Sens — IST project focussing on ubiquitous sensing and
security for the European Homeland

Previous projects include Eyes, Embedded Wisents, etc.

Some Reference Literature

A. Hac Wireless Sensor Networks Designs, Wiley, 2003

C.S. Raghavendra et al (Ed.) Wireless Sensor Networks,
Kluwer, 2004

F. Zhao, L. Guibas Wireless Sensor Networks — an
information processing approach, Elsevier, 2004

H. Karl, A, Willig Protocols and Architectures for
Wireless Sensor Networks, Wiley, 2005

P. Santi Topology Control in Wireless Ad Hoc and
Sensor Networks, Wiley, 2005

J.A.Gutierrez et al. Low-Rate Wireless Personal Area
Networks — Enabling Wireless Sensors with
IEEE802.15.4, IEEE Press, 2004

Check the web for material at

— http:/iteachware.distlab.dk/
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